
The Healthcare Cyber Threat Landscape:
Ransomware Preparedness and Response

Presented by John Riggi, National Advisor for Cybersecurity and Risk 
American Hospital Association 
04/11/2024



© 2 0 2 3  A m e r i c a n  H o s p i t a l  A s s o c i a t i o n  -

2

Network and Internet 
Connected Technology 

and Data

Business 
Associates

Information 
Technology and 
Cloud Services 

Operational 
Technology 

Clinically 
Integrated 

Care 

Patient 
Care 

Cyber 
Risk



© 2 0 2 3  A m e r i c a n  H o s p i t a l  A s s o c i a t i o n  -

3



4

2020 Total: 
425 Hacks Impacting 27 Million Individuals 

2021 Total:
518 Hacks Impacting 43 Million Individuals

2022 Total:
556 Hacks Impacting 44 Million Individuals

2023:

1/1/2023 – 12/31/2023 591  Hacks impacting A RECORD 135.9 Million individuals

2024:
01/01/2024  - 03/22/2024 124 Hacks Impacting 15.6 Million Individuals

- 250 million people impacted by hacks of PHI since 2020 = ~ 72% of US population
- Ransomware attacks up 278%  since 2020 per OCR   
- Healthcare is the most attacked sector by ransomware per the FBI 
- Sources : HHS, OCR website data accessed 01/11/2021, 01/15/2022, 01/15/2023  and  04/01/2024 www.ocrportal.hhs.gov.   Active and archived 

breaches  2024 FBI Internet Crime Complaint Center 2022  Annual Report ( March 2023)

Hacking Incidents  Reported to HHS – Office of Civil Rights 
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Primary Healthcare Cyber Threats 
Third- and fourth-party cyber risk exposure through 
business associates, medical devices and supply chain:

 Theft of large quantities of covered entity data in 
possession of business associates –

 Third-party as digital pathway into covered entity  

 Software and hardware supply chain attacks 

 Mission critical business associate becomes 
victim of ransomware attack

 Dynamic -Third Party Risk Management Program 
 Governance Committee - Include Privacy 
 Strategic risk identification  
 Risk stratification and prioritization
 Life, mission and business criticality
 Storage or access to sensitive data 
 Network access –Privileged access?
 Foreign operations and subcontractor risk
 Technical cybersecurity posture
 Consider aggregate risk from the 3rd party
 Risk based cybersecurity requirements
 Risk based cyber insurance requirements
 Breach notification requirements 
 Requirements Must be in BAA - Contractual
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“Microsoft assesses with moderate confidence that this Volt 
Typhoon campaign is pursuing development of capabilities 
that could disrupt critical communications infrastructure 
between the United States and Asia region during future 
crises.”
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Cyber Risk Impact to Patient Safety 
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 Radiology / Imaging /  PACS down  - other diagnostic technology lost. Remote 
radiology lost. All could lead to stroke and trauma diversion

 Cath lab down = heart attack diversion 

 Risk to patient safety. ED’s shutdown - Ambulances placed on full divert -
rural distance delay of emergency treatment.  Trauma Center availability 

 Telemetry systems inoperable – additional staff required for patient monitoring -
Home health care telemetry. Patients at home, greater risk?

 EHR rendered inaccessible. Patient history, treatment protocols, drug allergies / 
interactions unknown – delay in rendering care

 Lab and Pathology disrupted 

 Elective surgeries cancelled

 ADT forms and instructions unavailable 

 Drug cabinet/ pharmacy systems down

 Loss of VoIP phones and email systems

 Ransomware “blast radius” – effect on other providers who are dependent  for 
ED,  EMR, labs, imaging,  cancer treatment and other third parties also disrupted.  

 Regional impact and stress based upon capacity of surrounding hospitals

 Simultaneous loss of all network and internet connected information, medical and 
operational  technology – Downtime computers lost or limited data.

 ED wait times significantly increased. 

 Radiation oncology (RADONC) treatment may be dependent upon 
network and internet connected technology. 

 Extended delay of treatment when diverted to alternate RADONC treatment 
facilities.

 Chemotherapy and RADONC treatment plans may not be available.

 Staff unprepared for extended clinical downtime procedures for all 
functions and paper EMR charting lasting up to three to four weeks

 Three to four week recovery time for mission critical systems, ransom 
paid or not, residual impacts lasting 6 months - 2 years

 Backups corrupted or only 65% restoration from uncorrupted 
backups. RTO and RPO not fully understood. 

 Legacy systems unrecoverable   

 Revenue interruption and revenue loss due to incomplete charts. Need 60 
days cash on hand – no income for 60 days.

 Scheduling, timekeeping and payroll systems disrupted

 Operational and physical security technology impact, access control  

 Third parties requesting independent certification before reconnection

 Increased insurance premiums or loss of coverage

 Civil liability for publicly released PHI or negative outcome

 State and federal regulatory liability + Reputational Harm

Reported Clinical and Business Impact of Ransomware Attacks on Hospitals 2020 – 2023  
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 The data showed “significant increases in patient census, 
ambulance arrivals, waiting room times, patients left 
without being seen, total patient length of stay, county-
wide emergency medical services diversion, and acute 
stroke care metrics were seen in the unaffected 
emergency department… during the attack and 
postattack phases.”

 “Increasing cyberattack prevention efforts and operational 
resiliency across all health care systems should be a high 
national priority.”

 The study showed a “significant increase in stroke code 
activations during the attack phase compared with the pre-
attack phase, as well as confirmed strokes.”
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 “In this paper, we create and link a database of hospital ransomware 
attacks to Medicare administrative claims data. 

 We quantify the effects of ransomware attacks on hospital 
operations and patient outcomes.

 Ransomware attacks decrease hospital volume by 17-25% during 
the initial attack week, reducing revenue even further. 

 We find that ransomware attacks increase in-hospital mortality for 
patients who are already admitted at the time of attack

 The mortality consequences of ransomware attacks will not surprise 
some in the cybersecurity and law enforcement communities, where 
ransomware attacks are viewed as “threat to life” crimes. “

October 4, 2023
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“What it comes down to 
is that cyber risk is 
business risk, and cyber-
attacks on hospitals 
specifically, are really 
threats to life.”  

FBI Director Wray at the AHA 
Annual Conference - 4/25/2023 
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Summary of National Findings:

Hospital Ransomware Attacks and Exercises: 
Readiness, Response, Resiliency and Recovery
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SAMPLE INCIDENT COMMAND CHART 
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“Organizations should be prepared to have life-
and safety-critical technology offline for four 
weeks or longer. 

These services include pharmacy (particularly 
medication order entry systems and medication 
reconciliation services); medical records; and 
laboratory, radiology and pathology, as well as 
other services required by  a high volume of 
patients or patients of high acuity
(for example, blood bank, critical care units, 
intensive care units, infant security, nutrition 
services, and oncology and transplant).”

“The loss of clinical decision support 
during an EHR downtime clearly had an 
adverse impact  on the patient” 



© 2 0 2 2  A m e r i c a n  H o s p i t a l  A s s o c i a t i o n  -28

Business Continuity is not the same as Clinical Continuity – Sample Areas to Develop Clinical Continuity Procedures

Physician Oversight Team

Administrative Support Team Clinical Care Team

Clinical Support Team

PhysicianInformatics Resource
Operations 
Leader

Area

Cardiology

Care Management

Clinical Education

Food & Nutrition/Kitchen

Home & Community

Imaging

Lab

Nursing (see sub team)

Patient Access

Patient Scheduling

Pharmacy

Medical Group & Ambulatory

Radiation Oncology

Rehab Therapies

Respiratory

Informatics ResourceOperations LeaderArea

Clinical Excellence

Human Resources

Legal

Marketing & 
Communications

Payroll

Risk Management

Information Technology

Telecom

PhysicianInformatics ResourceOperations LeaderArea

Biomedical

Facilities, Safety & 
Security
Health Information 
Management

Supply Chain

Informatics ResourceOperations LeaderArea

Inpatient Medical

Medicine

Medical Group & 
Ambulatory 
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 Some other real world urgent decisions and cascading “events” you will be faced with:

 Downtime computers are encrypted – Now what?
 Radiology, imaging downtime procedures? Stroke center impact? 
 Cath lab technology down – contingency plan/downtime procedures?
 ED wait times soar at all your locations. Plan?
 Outside physicians trying to contact your organization, requesting prescriptions, labs, records.
 Elective surgeries and appointments – Cancel? How do you notify patients?
 Radiation oncology down – contingency plan? Linear accelerators need internet connection to 

function.
 Family members of patients can’t get through on phones, showing up at hospital. Complaining to 

press.
 What mission critical medical technology is on prem vs hosted in the cloud?
 Alternate communications path to cloud hosted services? EMR?
 How do you contact and reallocate personnel? Relief schedule?  Runners?
 Do you hold on outpatient radiology?
 Where will you have your hospital based incident command center? How frequently will you 

communicate with senior leadership at all locations?
 How do you print labels for patient wrist bands, charts, medications, IV bags etc?  
 Do you use new downtime MRNs and MARs?
 How will you identify the ancillary/temp staff you need?

 Runners to help with lab and pharmacy delivery
 Home health care and home health care telemetry?
 Pharmacy, dietary and drug cabinets? 

Ransomware Preparedness Considerations
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Cyber Attack and TTX Findings, Recommendations and Observations  
 INTEGRATE PLANS: Integrate and coordinate cyber incident response, emergency management, incident command, business continuity  

and disaster recovery plans. Business continuity plans should specify plans for clinical continuity and operational continuity during a 
partial or full loss mission critical technology. 

 READINESS, RESPONSE, RESILIENCY AND RECOVERY (4R CONCEPT): The cyber incident response plan should be developed on 
an organization wide basis. All system level, hospital level and department level actions and responses, including all IT, operational, 
business and clinical functions, should be defined in the plan for the duration of the incident and for post incident recovery. 

 REGIONAL, READINESS, RESPONSE,  RESILIENCY AND RECOVERY (5R CONCEPT): It is recommended that REGIONAL cyber 
incident response and communication plans be developed for a high impact cyber attack having regional impact on healthcare delivery.. 
Leverage emergency preparedness plans and mutual aid agreements. Plans should consider contingencies to possibly accommodate 
diversion of patients and functions between facilities as needed and to provide assistance to impacted facilities with surge of 
personnel, communications, medical devices and technology. Regional facilities will also face increased strain or collateral impact.

 ENHANCE DOWNTIME PROCEDURES TO SUSTAIN  OPERATIONS, WITHOUT TECHNOLOGY, FOR UP TO 4 WEEKS - for every
life critical, mission critical and business critical system and technology – to sustain clinical and business operations for up to 4 
weeks, without the benefit of technology. Enhance clinical, operational, financial and administrative downtime processes and proficiency 
of staff on all shifts Ensure downtime supplies are in place or external printing arrangements have been made to continue operations 
and care delivery through manual procedures in the event of a simultaneous loss of all medical, information and operational technology. 

 IDENTIFY CLINICAL AND MISSION CRITICAL THIRD PARTY SERVICES AND ESTABLISH DOWNTIME PROCEDURES IF THEIR 
SERVICES ARE UNAVAILABLE: This includes cloud and technology service providers. Determine clinical, operational and information 
technology impact if they are struck with ransomware and their services become unavailable – establish compensating on-premises 
downtime procedures, including manual procedures and backup strategy. 

 DESIGNATE DOWNTIME COACHES AND DOWNTIME SAFETY OFFICERS FOR EACH SHIFT: The loss of access to the EMR/EHR 
may cause disruption and delay to healthcare delivery as a significant proportion of staff may not be proficient in manual downtime 
procedures. Loss of embedded safety and treatment protocols in the EMR/EHR may increase risk to patient safety. 
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Cyber Attack and TTX Findings, Recommendations and Observations  
 NETWORK BACKUP STATUS, SEGMENTATION AND SECURITY. Recommend regular cadence of vulnerability and penetration testing of 

backups. Review, document and communicate estimates of network restoration time objective and restoration point objective. Implement 
immutable backup solution as part of standard 3-2-1 backup strategy. 3-2-1+1 immutable backup copy

 DOCUMENT ROLES WHICH HAVE DESIGNATED AND DELEGATED AUTHORITIES  to make independent, high impact decisions during a 
cyber incident/crisis such as disconnection of the organization from internet or shutting down of large parts of the network, under defined 

urgent circumstances. (3D concept –Document Designate and Delegate authorities)  Board notifications, authority and involvement?

 DEFFINE  AND DOCUMENT “TRIGGERS” or facts and circumstances authorizing high impact decisions, such as organizational 
disconnection from the internet. Specify leadership escalation, incident command activation and staff notification protocols. “Trigger” examples 
include indication that ransomware is spreading or beaconing to external “command and control” or indication of ongoing data exfiltration.

 DEFINE INTERNAL IMPACT TO LIFE CRITICAL, MISSION CRITICAL  AND BUSINESS  CRITICAL DEVICES AND SERVICES: Map 
clinical, operational and administrative impact of decisions related to complete or partial shut down of internal network or internet 
disconnection. Document impact and incorporate into overall incident response plan and communicated to leaders. 

 DEFINE EXTERNAL DEPENDENCIES IMPACT,  especially external clinical dependencies, which may be impacted or disrupted by a 
ransomware attack against your organization and unavailability of your network. Such as impact to other hospitals, clinics and homecare 
telemetry.

 REVIEW CYBER INSURANCE COVERAGE: Determine sufficiency of coverage based upon risk profile and current cybersecurity posture. 
Determine proficiency of incident response assets and your confidence in them prior to an incident. Review “act of war” exclusion given current 
geopolitical events. It is recommended that plan information be kept highly secured, encrypted with limited access to prevent adversary 
discovery. 

 REVIEW BUSINESS ASSOCIATE AGREEMENT FOR BREACH NOTIFICATION AND INSURANCE REQUIREMENTS: Determine to whom 
breach is to be reported 24/7 and timeline  (24 – 72 hours for data theft, immediate for ransomware) including weekends and off hours. Test!
Do cyber insurance requirements in BAAs scale with level of cyber risk presented by the individual business associate?
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https://emsa.ca.gov/wp-content/uploads
https://aspr.hhs.gov/RDHRS/Pages/rdhrs-overview.aspx



 The goal of this strategic cyber and risk exercise is to engage organizational leadership in a critical thinking exercise 

and test preparedness, incident response plans and decision making processes in dealing with a major incident. The 

intent is to provoke discussion and thought on how  clinical, technical, business and administrative functions 

of the organization react to the various facts of the incident, in a coordinated and effective response – to 

mitigate risk to the organization and to the patients.

 The exercise will contain multiple, complex elements, derived from analysis of real world events. Just as in a real world 

scenario, participants will need  to identify and make key decisions with limited information, under time 

constraints and adversarial conditions. There are no absolute correct or incorrect responses. We hope to learn as a 

group based upon our collective knowledge and experience. 

***Exercise  - Exercise*** ©2022 American Hospital Association

Overview and Objectives of the Exercise 
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John Riggi, AHA National Advisor for Cybersecurity and 
Risk, jriggi@aha.org
(O) 202-626-2272 
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• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool (Strategic/Technical)

• Phishing Campaign Assessment (Technical)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical)

CISA Cybersecurity Assessments 

TECHNICAL
(Network-Administrator Level)

STRATEGIC
(C-Suite Level)
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www.aha.org/cybersecuritywww.aha.org/cybersecurity

 Cyber incident response resources
 Alerts from the FBI, NSA, CISA, 

HHS and FDA
 H-ISAC technical intelligence
 Podcasts with members and 

government officials
 Guidance and commentary from 

John Riggi, AHA National Advisor 
for Cybersecurity and Risk
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Questions and Discussion
What will you change??

John Riggi                 
jriggi@aha.org
202-626-2272             


