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Cell Phones & Microphones
– Please place your cell phones & microphones on 

mute as a courtesy to other participants.

         
      Thank you.
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Publications and Record Restrictions
– Copyright © 2024 by Joint Commission Resources, 

Inc.  All rights reserved.  No part of this publication 
may be reproduced in any form or by any means 
without written permission from the publisher.  
Request for permission to make copies of any   
part of this work should be addressed to 
permissions@jcrinc.com.  However, the use of 
these materials for commercial purposes is 
restricted to JCR and may not be used by any 
other party or entity.

mailto:permissions@jcrinc.com
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Disclosure Statement
– The following staff and speakers have disclosed that neither 

they nor their spouses/partners have any financial 
arrangements or affiliations with corporate organizations 
that either provide educational grants to this program or 
may be referenced in this activity:

– Robert N. Neil

– Furthermore, each of the previously named speakers has 
also attested that their discussions will not include any 
unapproved or off-label use of products.
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Joint Commission Resources
– Consulting division of The Joint Commission 

Enterprise 
– Not-for-profit  
– Fire wall between the survey and consulting 

divisions 
– Knowledge transfer

– Consultants
– Publications
– E-tools
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JCR Products and Services
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Program Objectives
Upon completion of this program, participants will be able to:
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May 2023 Shooting - Atlanta, Georgia
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2 Nurses Assaulted Every Hour
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Centers for Medicare & Medicaid 
Services (CMS)
QSO-23-04-Hospitals Workplace Violence
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CMS QSO-23-04-Hospitals
– CMS sent a Quality, 

Safety & Oversight 
memo to State 
Survey Agency 
Directors regarding 
workplace violence 
in hospitals on 
November 28, 
2022. 
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CMS QSO-23-04-Hospitals
– The memo reiterates that hospitals have a 

regulatory obligation under the Medicare 
Conditions of Participation to care for patients in 
“an environment that a reasonable person would 
consider safe” including following “current 
standards of practice for patient environmental 
safety, infection control, and security.” 
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CMS QSO-23-04-Hospitals
– The memo includes several items hospitals must implement 

including:
– Identifying patients at risk for intentional harm to self or others, identifying 

environmental safety risks for such patients, and providing education and 
training for staff and volunteers;

– Implementing a patient risk assessment strategy tailored to individual 
department needs;

– Having an emergency preparedness plan based on a documented, facility-
based and community-based risk assessment; and

– Requiring hospitals to train staff and to have policies and procedures aimed 
at protecting both their workforce and their patients

– CMS notes examples of hospitals previously cited for these 
violations which placed both patients and staff at risk.



Workplace Violence Prevention

• No annual worksite analysis
• Inadequate worksite analysis
• Failure to designate a leader
• Lack of multidisciplinary team
• Lack of Governing Body reporting
• Inadequate training
• Staff unfamiliar with their role
• Inadequate reporting process
• Known issues/risks unaddressed

Examples of Noncompliance

• Staff feel unsupported/undervalued
• Increased number of incidents
• Organizations unaware of the true 

hazards and risks present
• No path or direction for program
• Actions taken don’t represent all 

hazards and disciplines
• Governing Body not equipped to 

help address issues

Impact of Noncompliance

• Easy access for family and visitors versus restricted single points of entry
• Desire for open welcoming spaces versus adding institution style security 

hardware such as metal detectors, doors and turn styles.
• Having adequate security measures such and cameras coupled with the  

resources to monitor

Conflicting Priorities



17© 2024 Joint Commission Resources. All Rights Reserved.

Workplace Violence Prevention 
Program Dashboard
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TJC WPV RFIs (1/1/22 – 6/30/23)
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2022 TJC Sentinel Event Data Review

The Joint Commission defines a 
sentinel event as a patient safety event 
(not primarily related to the natural 
course of the patient’s illness or 
underlying condition) that reaches a 
patient and results in:
• Death
• Permanent harm (regardless of 

severity of harm)
• Severe harm (regardless of duration 

of harm)
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TJC Sentinel Event Data (2022/2023*)
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– UCR part 1 crimes…
– Crime prevention through env design – no longer apropos but still relevant
– Broken Window syndrome – same as the above – using more of a data approach…
– NCMEC 10th edition – last 33 pages includes a risk assessment
– OSHA 3148 was a good risk assessment
– Some folks use CAP Index as well (out of PA)
– Be aware of the Clery Act  and impact upon academic medical centers….
– Member of county or local police chiefs assoc….at least having lunch with them from time-to-time is my 

suggestion
– History on the standards – at one point looking at its own chapter but the end results included HR, EC, 

and Leadership
– Have suggested returning the ‘forensic patient mgmt’ standards and Eps that were in the HR chapter – 

we are seeing this in sentinel events
– Get a copy of the 2022 sentinel event report – EC items in top 5 I believe with WPV stuff including 

assault, etc.
– Resources – got a bunch of the them including R3 report and stuff from IAHSS on our website….
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Workplace Violence Prevention
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Issues in the Field
– Inconsistent Definition and Standards
– Lack of Safety Culture
– Lack of Awareness
– Lack of Programs/Systems in Place:

– Organizational-level regulations
– National-level regulations

– Lack of Evidenced Based Research
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This isn’t a new problem…
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This isn’t a new problem…
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Statistics
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Statistics
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The Joint Commission

(A series of Sentinel Event Alerts leading 
up to the new Standards)
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TJC Sentinel Event #45
– June 2010: Preventing 

Violence in the Health 
Care Setting



31© 2024 Joint Commission Resources. All Rights Reserved.

Call to Action for Sentinel Event #45
– Know your facility
– Work with local law enforcement
– Identify strengths and weaknesses
– Evaluate the Emergency Department
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Call to Action for Sentinel Event #45
– Evaluate the HR process to prescreen job 

applicants
– Confirm HR processes to discipline employees
– Train staff members to respond to patients’ family 

members
– Define procedures for responding to incidents
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Call to Action for Sentinel Event #45
– Create procedures and train staff
– Encourage staff to report incidents
– Require supervisors to treat all reports seriously
– Train supervisors to recognize behaviors
– Ensure counseling programs are available
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Call to Action for Sentinel Event #45
– What to do when acts of violence occur:

– Report to law enforcement
– Recommend counseling and other support
– Review the event
– Consider necessary changes to policies and procedures
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TJC Sentinel Event #59
– April 2018: Physical and 

Verbal Violence Against 
Health Care Workers
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Call to Action for Sentinel Event #59
– Clearly define Workplace Violence
– Identify sources of data
– Provide follow up and support
– Review each case to determine contributing factors
– Develop quality improvement initiatives
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Call to Action for Sentinel Event #59
– Train staff in de-escalation, self-defense and 

response to emergency codes
– Evaluate workplace violence reduction initiatives

– Review incident reports
– Analyze trends in incidents
– Survey workers
– Track completion and sustainability of changes
– Keep abreast of new strategies
– Partner with local law enforcement
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What is the Scope of Workplace 
Violence…The Joint Commission

Defining 
WPV

Program 
Creation 

Establishing 
Policy & 

Procedure 
Leadership 
Oversight 

Reporting 
Data

Training 
and 

Education 

The Joint Commission Glossary, 2021
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Joint Commission Standards
Environment of Care (EC)
– EC.02.01.01, EP 17: The organization conducts an 

annual workplace violence work-site analysis and 
acts on its findings

– Analysis includes the following:
– Proactive analysis of worksite

– This is not the standard security assessment many hospitals 
already conduct

– Investigation of WPV events
– Policies, procedures, training and environment design
– Applicable laws and regulations
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Joint Commission Standards
Environment of Care (EC)
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Joint Commission Standards
Environment of Care (EC)
– EC.04.01.01, EP 1: The organization establishes 

processes for continually monitoring, internally 
reporting and investigating the following:
– Staff injuries (or injuries to others)
– Security incidents

– Text to be added to this standard:
– Security incidents including those related to workplace 

violence
– Applies to patients, staff, or others
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Joint Commission Standards
Environment of Care (EC)
– EC.04.01.01, EP 6: The organization acts on its  

processes to monitor and investigate security 
events

– Text to be added to this standard:
– Security incidents including those related to workplace 

violence
– Applies to patients, staff, or others
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Joint Commission Standards
Environment of Care (EC)
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Joint Commission Standards
Human Resources (HR)
– HR.1.05.03. EP 29: The organization provides 

training, education, and resources to prevent 
workplace violence
– Based on roles and responsibilities
– Includes leadership, staff and licensed independent 

practitioners (LIPs)
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Joint Commission Standards
Training Requirements
– Definition of workplace violence
– Roles and responsibilities

– Leadership
– Staff, including clinical
– Security staff
– External law enforcement

– De-escalation and response to emergency codes
– Reporting process
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Joint Commission Standards
Training Frequency
– Within 90 days of hire
– Annually
– Ongoing as necessary

Training requirement and frequency is detailed in HR.01.05.03, EP 29
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Joint Commission Standards
Training Frequency
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Joint Commission Standards
Leadership
– LD.03.01.01, EP 9: The organization assigns an 

individual to the workplace violence prevention 
program who works with a multidisciplinary team
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Joint Commission Standards
Multidisciplinary Team
– Who should be on the team?

– Designated Individual
– Security
– Human Resources
– Employee Health and Safety
– Senior Leadership
– Nursing
– Behavioral Health
– Education
– Local Law Enforcement
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Joint Commission Standards
The Program
– What should the workplace violence prevention 

program include?
– Policies and procedures
– A process to report, analyze and trend events
– A process to support victims and witnesses
– A  process to report incidents to the governing body
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Joint Commission Standards
The Program
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Worksite Analysis vs Security 
Vulnerability Assessment
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Worksite Analysis vs 
Security Vulnerability Assessment
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Worksite Analysis vs 
Security Vulnerability Assessment

Worksite Analysis

A hospital workplace violence worksite analysis 
is a comprehensive examination of the factors 
contributing to the risk of violence within a 
healthcare facility, particularly hospitals. This 
analysis aims to identify potential hazards, 
assess the likelihood of violence occurring, and 
evaluate the effectiveness of existing preventive 
measures.

Security Vulnerability 
Assessment
A hospital security vulnerability assessment is a 
systematic evaluation of potential weaknesses or 
gaps in the security measures and protocols of a 
hospital facility. The assessment is typically 
conducted by security professionals or 
consultants who specialize in evaluating security 
risks and implementing strategies to mitigate 
them.
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WPV Worksite Analysis
Key Components

Identifying high-risk 
areas within the 

hospital.

Reviewing incident 
reports to understand 

historical patterns.

Gathering feedback 
from staff through 

interviews and 
surveys.

Assessing the 
physical environment 

for vulnerabilities.

Reviewing existing 
policies and 

procedures related to 
violence prevention.

Analyzing patient 
demographics and 
behavioral history.

Conducting a risk 
assessment to 

evaluate likelihood 
and severity.

Developing 
preventive measures 

such as security 
enhancements and 

staff training.

Creating an 
implementation plan 
with timelines and 
responsibilities.

Monitoring progress 
and evaluating the 

effectiveness of 
preventive measures.
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Security Vulnerability Assessment
Key Components

Identifying assets 
requiring protection, 

including physical and 
non-physical assets.

Identifying potential 
threats such as 

unauthorized access, 
theft, cyberattacks, and 

natural disasters.

Analyzing vulnerabilities 
within security systems 

and procedures that 
could be exploited by 

threats.

Assessing the likelihood 
and potential impact of 
identified vulnerabilities 

being exploited.

Developing mitigation 
strategies such as 
enhancing security 

measures and updating 
policies.

Creating an 
implementation plan 

outlining steps, 
responsibilities, and 

timelines.

Monitoring and 
reviewing security 

measures regularly to 
maintain effectiveness. Refer to NFPA 99 2012 Chapter 13
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Available Resources
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Emergency Management in Health Care
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Security Design Guidelines for 
Healthcare Facilities (4th Edition)
– Expanded focus: 

– Culture of Safety
– Violence Prevention within the 

Built Environment: ED and 
Behavioral Health 

– Ligature Risks
– Long-Term Care
– Parking and the External 

Environment
– Emergency Management & 

Preparedness

https://www.iahss.org/store/ListProducts.aspx?catid=458948

https://www.iahss.org/store/ListProducts.aspx?catid=458948
https://www.iahss.org/store/ListProducts.aspx?catid=458948
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https://www.iahss.org/store/ListProducts.aspx?catid=458948

Security Design Guidelines for 
Healthcare Facilities (4th Edition)
– New focus: 

– Weapons Detection in 
Healthcare

– Non-Hospital Locations of 
Care: Ambulatory Services / 
Outpatient Care / Clinics

– Alternate Care Sites & 
Temporary Emergency Care 
Centers

– Further leverage industry 
SME’s

https://www.iahss.org/store/ListProducts.aspx?catid=458948
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Crime Prevention Through 
Environmental Design
– Reasonable, Appropriate and 

Defensible
– Areas accessible to the public at 

all times
– Areas restricted to the public 

during non-visiting hours, periods 
of lesser activity, or other periods 
of increased vulnerability

– Screened public areas
– Staff/accompanied public areas
– Staff-only areas
– Areas for designated staff with 

appropriate clearance
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– Design
– Patient populations
– Visitors
– Logistics | routing
– Front of house (on stage) | back of house (off stage)
– Architectural numbers
– Security Systems
– Lighting

– Construction-related
– Barriers
– Routing
– Equipment

Security Vulnerability Assessment 
Considerations
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Property Perimeter – Parking & the 
External Environment
– Perimeter defined by 

fencing, landscape, or 
other barriers

– Site Security Plan 
Depicting – control 
points, circulation routes, 
landscaping and 
illumination

– Controllable during 
events requiring 
heightened security 
levels.
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– Use of fencing and/or 
protective barriers to 
channel access 
(vehicles/people)

– Lighting 
– Surface lots and decks
– Control roof access
– Security Systems
– EMTALA

250
yards

Property Perimeter – Parking & the 
External Environment
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Can You See the Light?
Illuminating Engineering Society – 
Guide for Security Lighting for 
People, Property, and Critical 
Infrastructure G-1-16

“Hospitals and Trauma 
Centers – Emergency 

medical and trauma 
facilities are by their very 

nature, places that require 
a high quality of outdoor 

lighting where visibility at 
night is a critical life safety 

issue.”
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The Need for Weapons Screening

18% of surveyed 
medical directors 

estimate that 
their Emergency 

Department 
Personnel are 

threatened with 
a weapon each 

month!
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Design Challenges for Weapons 
Screening

• Location Selection
• Patient / Visitor Volume (informs the Number of  Lanes & Staffing Required)

• Employees included?
• Throughput vs. Risk:  Traditional Magnetometer & Baggage Screening vs. AI Enabled Weapons Detection

• Secondary Screening
• Storage (Firearms | Amnesty box | Other)

• High Risk Patients | MRI (advanced detection technology)

• Deployment Sequence for Perimeter Security (no bypass)
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Emergency Department: 
Control of Access

– Waiting areas to medical treatment
– Medical treatment to interior of hospital (Normal vs. After-hours)

– Ambulance entrances to treatment areas
– Decontamination entrances
– Restricted access
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Emergency Department: 
Areas of Concern

– Front Desk Reception
– Observation | Safe Rooms
– Forensic / Prisoner Patient Care
– Emergency Psychiatric Sections (Crisis Intake)
– Safe Retreat Zones
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Emergency Department: 
Front Desk Reception

Positioned to provide direct 
access to an exit portal (safe drop-
back zone)

The shape of the desk progressively 
sloping outward from the base to the 
top again hinders any attempt to climb 
or jump over the desk

Strategically located 
duress button

Staggered, transparent panels | 
bullet resistant materials
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Emergency Department: 
High Risk Patient Room

High-risk patient/observation rooms designated based 
on the assessed vulnerability of the patient population 
served (present and future). 

Standard ED patient room

Standard ED patient room – modified 
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Locked Crisis Center: 
Inside ED or Stand Alone

– Communication capabilities for staff
– Multiple access point for staff members
– Secure storage for patient belongings
– Secure storage for LEO / Security  weapon storage
– Space for Screening of Patients and Visitors
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Behavioral / Mental Health Areas

– Patient and Visitor Screening
– Access Control
– Dept. Perimeter
– Courtyards
– Exit door locking configurations
– “Patient Elopement Buffer Zones”
– Medication Dispensary
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Patient Elopement Buffer Zones
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You are Surrounded!
Where is the critical infrastructure on your property?
What is your relationship with your utility providers?
How do you assess & protect it?

Sewer

Natural Gas

Water

Electric
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Are Your Onsite Utilities 
Considered Security Sensitive?
– Risk Assess Primary 

Utilities:
– Electricity
– Medical Gas (bulk 

cryogens)
– Water
– Natural Gas
– Steam
– Network Connectivity

Assess not just the system but also 
the associated high-risk operating 

components

Many of these are 
likely classified as 
High Risk in your 

organization



77© 2024 Joint Commission Resources. All Rights Reserved.

Electric Infrastructure Attacks
– 71% Increase in 2022
– 4,493 Incidents
– 97% Resulted in No 

Disruption of Service
– Ballistic damage
– Tampering
– Sabotage

Reference: Electricity Information 
Sharing and Analysis Center (E-ISAC)
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